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Static Program Analysis

▪Automatic analysis of the behavior of software
▪Target some specific properties
▪Static: without executing the program
▫Need a model of the semantic of the programming language

▪Sound: detect all bugs w.r.t. the property of interest
▫ False alarms: the analysis failes to prove correct a correct sw

Software

Properties
• SQL Injection
• NullPointerExceptions
• ... SPA



Bytecode languages

▪Machine-independent low-level languages
▪ Interpreted or Just-In-Time compiled
▪Based on local variables, stack of values, heap
▪Object-oriented (for the purposes of this work)
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Concrete states
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States translation
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Java Bytecode (JB) vs. CIL

JB: typed

CIL: untyped

JB: local vars

CIL: local vars + args

CIL: direct pointers

CIL: unique values

JB: 32- and 64-bit values

JB: typed

CIL: untyped

JB: static and dynamic

CIL: generic• CIL more expressive than JB

• Some uses of pointers do not

have an equivalent in JB

• Focus on CIL derived from

safe C# code



Concrete semantics
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Concrete semantics
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Statement translation
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Statement translation



Correctness
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Experimental results
Efficiency and precision

▪5 most popular GitHub repositories written in C#
▪Efficiency:
▫Analyze industrial-size software in a few minutes
▫ Translation time comparable to the analysis time.

▪Precision:
▫ 6/105 alarms (6%) are false because the translation



Experimental results
Libraries

▪10 largest system libraries of .NET framework
▪Study how much code we can translate
▫ 99.13% of the methods, with a worst case of 96.93%



Limitations and future work

▪Native [and unsafe] code
▫ Code written in languages other than bytecode
▫ Linked to and executed by the virtual machine/runtime env.
▫ Static analysis requires a (manually written) model
▫ Cannot be translated by our approach
▸We cannot execute the translation of a CIL program with the JVM

▪“Naming conventions” introduced by the compiler
▫Need some polishing to link warnings back to the source code

▪Support .NET frameworks
▫ASP.NET, etc..
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