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‘ Static Program Analysis

Automatic analysis of the behavior of software
Target some specific properties
Static: without executing the program
Need a model of the semantic of the programming language
Sound: detect all bugs w.r.t. the property of interest
False alarms: the analysis failes to prove correct a correct sw
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Bytecode languages

Machine-independent low-level languages
Interpreted or Just-In-Time compiled

Based on local variables, stack of values, heap
Object-oriented (for the purposes of this work)
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The Julia static analyzer
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Concrete states
Java Bytecode MS CIL
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Java Bytecode (JB) vs. CIL

‘~\\\\~

JB CIL
iadd .
1-ad add (arith. op.)
iload 1 ldloc 1
lload 1 stloc 1
load 1 1d i
? ed l, arg 4 (local vars)
lstore 1
lstore 1
astore i

dup?2

CIL more expressive than JB I}
Some uses of pointers do not

have an equivalent in JB
Focus on CIL derived from

safe C# code anch)

(stack)

ldloca i
stind
ldind

(pointers)

/

JB: typed

CIL: untyped

JB: local vars
CIL: local vars + args
JB: static and dynamic
/ CIL: generic

JB: typed
CIL: untyped

CIL: unique values

/ JB: 32- and 64-bit values

CIL: direct pointers




‘ Concrete semantics
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Concrete semantics —ciL

0 = 0]
typeOf(vy) = typeOf(vz) (add) : : (1dloc)
(add, (s = vy = va, lLa, h)) =L (s (v + v2). |, a, h) {ldloc i, (s. |, a, h)} —ciL (s = I(i), |, a, h)

(stloci,(s=v.l,a h)) —=ci (s, [[i=v], ah) (stloc) (ldargi.(s.l.a. h)) —ciL (s = a(i). L a h) (1darg)

isStatic(m(arge, - - - , argi)) = false A t # nullA

(body(m(arge, - -+ . argi). (£, vp. -+, v)). ([ 0. [0 0= 7, j o 5 j € [1..0]] h)) —c (5. 1. @', h') 1
(call m(argq, ceeargi) (st -, I, a, h)) —CIL {S, I, a, h’) (Ca )
isStatic(m(argg, - - - , argi)) = trueA
{body(m(arge, - -~ argi), (vr, -+, v ([J 0, [ - 1+ v+ j e [L..i]l. h)) —cw (s, I', ", b') etati
(call m(arg1, ey, argi), (S LU s UV, |, d, h)) —CIL {5, |, a, h') (Ca sta IC)

fresh(T, h) = (r, h1) A (body(ctor(argq, -- -, arg;), (v, -, o) ([, O, [0 r, j=v; 0 j e [1.0]], hy)) —cL (5, 1 ', h)

o
(HE‘Wij T(a1. Ty ai}, (S LU U, |, a, h}) —CIL (s T, |, a, h') (newo J)
o # null o#null s =h(o)[f — v]
(1dfld f, (s = 0, |, a, h)) —ciL (s = h(o)(f), |, a, h) (1df1d) (stfldf. (s = o= o, L a h)) —c (s, a hlo— s']) (stfld)
typeOf (v1) = typeOf (ve) A vy > vy (bgt true) typeOf(v1) = typeOf (va) A vy < vy (bgt False)
bgtL (s 0 = op hah) ool (LG Lah)y 8 (bgtL (o zopbah) oL (s Lah 0
1d1 tind
(ldloca 1. (5. La ) Son (s = La ) (Ldtecd) (tind, (s wr s o L a ) o oL a b o o) St
{dup, (s = v, La, h)) =L (s mv v, | a, h) (dup) {1dind, (s = ri, L a, h)) —ci (s = h(rg). |, a, h) (1dind)

JULINSOFT Figure 5: Concrete CIL semantics.




Concrete semantics —JB

typeOf (v) # Long

(dup)
(dup, (s = v. L h)) = (s v =2, L h)
typeOf(vy) # Long typeOf(v) = Long
(dup2, (s vy = w2, Lh)) =g (s vy 2wz vy = wg, |, h) (dup2 32) {dup2, (s = v, l,h)) =g (s v =2, L h) (dup2 64)
typeOf(vy) = Int A typeOf(v;) = Int {2 typeOf(vy) = Long A typeOf(v;) = Long Ladd
(1add. (s = 01 = v L 0) —ps (s 5 (o1 + o). L1y 20 (1add, (s = v, = 0 L h)) —pp (s = (o3 + og), LBy 290
x = JVMprefix(type0f(1(i))) x = JVMprefix(ype0f (v))
- - (x1oad) - : (xstore)
(xload i, (s. L. h)) =g (s == I(i), |, h) (xstorei,(s=v,l.h)) =8 (s, I[i—v] h)
isStatic(m(arge, - - -, argi)) = false A t # nullA
(body(m(arge, - - -, argi) (t, g, -+, v}, ([ [0 4= . j> v j e [1.d]L h)) = (s, I, b)) )
- - n (invokevirtual)
(invokevirtual m(arg, - --,arg;). (s = t s vy = - - -z wi, |, h)) = (s, L h')
isStatic(m(arge, - - - , argi)) = trueA
(body(m(argg, - - -, argi), (vi, -, v)) (L -1 v je 1]l h)) = (&, 1 W) )
- A (invokestatic)
(invokestaticm(argy,---,argi) (s = o1 -z ol h)) = (s, L h')
h(T. h) = (r, b’
fresh(T, h) = (r. h’) _ (new) . o # null (getfield)
(newT, (s, h)) =g (s =r,LLh") (getfield f, (s = 0,1, h)) —p (s = h(o)(f). |, h)
o#null s = h(e)[f — v] (putfield) typeOf(v1) = Int A typeOf(v2) = Int A v > vz if_icmpgt'
putfieldf, (s o0: o, |, — g (s, hlo—s if_icmpgt 1, (s = vy = vg, |, h)) —p (1, (s, |, rue
{ ( L h)) = (s. It P { ( l.h)) = (L (s. I, h)) t

typeOf(v1) = Int A typeOf (vz) = Int A v1 < vy ifﬁicmpgt)
(if_icmpgt 1. (s = vy = wa. L h)) =B (s, L. h) false

JULIASOFT Figure 6: Concrete ]JB semantics.




Statement translation T[stc..K] = stjs

stci stp
int T A\
dd N iadd
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operand
stack
!
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0o 1 | S iload 4
4
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‘ Statement translation T[stc..K] = stjs

T[dup, s

t.la

~ { dup  if # # Long

dup2 if ¢ = Long

T[add, s = tq = ta, -|, a,

iadd ifty = t5 = Int
ladd if#; = t = Long

T[1ldloc 1,5, 1.5 W] = xload j where j = [] + 641 + i + 64 A x = TVMprefix(typeOf (I(1)))
T[stloc i, 5 t, La w] = xstore j where j = [a| + 64‘55 +i+ 64{ AX = ]W\/Iprqﬁx(typeOf(T(i)))
T[ldarg i,5.1,@ W] = xload j where j = i + 645, A x = jV\fpreﬁx(typeOfF(i)))
T[call m(argy, - - -, argi), = invoke ; aload pzdx ; getfieldvalue; x;4y, Store pm,xl SR
Sutyun-ceutp La,wapya-upg - -aloadpidxj : getfieldvalue i Xidx;Store pfdxj :
where invoke — %nvokes‘.tatic m(args, - -+, argi) if isStat‘ic(m(argq, s, argi))
invokevirtual m(argy, ---,argi) otherwise
{idxy, - -, idx;j} = {k:argk € Refloc}
Yk €[l J] Nidxy, = ]VUPreﬁX(fyptOf(l(pzdx M AV € [L.il: pi = (b}, p)
T[newobj T(a1, - - -, aj), = x;storeidx;: --- ;xistoreidx; ;new T ;dup:
Sty et _I, a, W] xpload idxy; -+ - ;x;load idx; ; invokevirtual < init > (argy, ---.argj)
where Vj € [1..i] : x; = JVMprefix(a;j) A idx; = freshldx(newob] T(a1. - - -, ai). j)
Tiﬂldfld f.5:te, L@ W] = getfield f
T[stfld £, 5 : tv, '|, 3, W] = putfield f
T[bgt k, 5= tq = to, L3 w] = if_icmpgt k" where k' = statementldx(getBody(bgt k)(k)) if t1 =t =Int
T[ldloca i,s, lLa w] = T[newobj WrapRef() ;dup2 ;stloc j;1dloc i;stfld value,5, |, @, W]
where j = freshldx(1dloca i, 0)
T[stind,5, 1,3 W] = T[stfld value,5, 1,3 W]
T[1dind,s, 1, @ W] = T[1ldfld value,5, |, 3, W]
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‘ Correctness

ldloc 1

4

iload 4

JLIASOFT

Vst € Stejgcu € 2.cu
(st,oci) —cifoly and (T[st.K[|To[oci]) —yB oy
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‘ Experimental results

Table 1: Experimental results on the 5 most starred Github
C# projects.

Program LOC met. fail Tr.t. Ant. Al F Prec.
CodeHub 32,510 4,887 0 007" 043" 9 1 89%
SignalR 71,207 6,610 3 007" 050" § 1 88%
Dapper 22,513 1,058 0 007" 029" 13 3 77%
ShareX | 171,580 11,568 14 058" 208" 57 0 100%
Nancy | 109,139 8,817 0 007" 125" 18 1 94%
Total | 406,949 32,940 17 126" 435" 105 6 94%

5 most popular GitHub repositories written in Ci#

Efficiency:

Analyze industrial-size software in a few minutes
Translation time comparable to the analysis time.

Precision:

6/105 alarms (6%) are false because the translation
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‘ Experimental results

Table 2: Experimental results on libraries.

Library #met. #fail %fail Tr.t. Mem.
mscorlib 28,344 870 3.07% 23" 158
Sys.Core 6,988 47 0.68% 4" 96
Sys.Design 13,509 4  0.03% 20" 180
Sys 17,851 242 1.36% 21" 142
Sys.Runtime.Serial 5,624 74 1.32% 5" 86
Sys.ServiceModel 34,603 30 0.23% 34" 156
Sys.Web 28,249 38 0.13% 37" 216
Sys.Web.Extensions 4,245 0 0.00% 4" 109
Sys.Windows.Forms 28,319 53  0.19% 42" 189
Sys. XML 12,727 171 1.34% 23" 146
Total 180,460 1,579 0.87% 3'33"

10 largest system libraries of .NET framework

Study how much code we can translate
99.13% of the methods, with a worst case of 96.93%
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Limitations and future work

Native [and unsafe] code
Code written in languages other than bytecode
Linked to and executed by the virtual machine/runtime env.
Static analysis requires a (manually written) model

Cannot be translated by our approach
We cannot execute the translation of a CIL program with the JVM

“Naming conventions” introduced by the compiler
Need some polishing to link warnings back to the source code

Support .NET frameworks
ASP.NET, etc..

JLIASOFT




The contents of his document are property and copyright © of JuliaSoft S.r.l. The document is intended solely for informative purposes.
All trademarks are property of their owners. The content of this document cannot be totally or partially copied, reproduced,
transferred, uploaded, published or distributed in any way without the previous written consent of JuliaSoft S.r.I.
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