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The Problem and the proposed Solution 

•  Worldwide sales of mobile phones totaled 301 million units in the third 
quarter of 2014 ( Gartner, 2014) 

•  Existing solutions for protecting privacy and security on smartphones are 
still ineffective in many facets (Marforio et al., 2011, Fedler et al., 2014) 

•  Easy code transformations make Av-detected Malware unrecognisable 
(Mercaldo and Visaggio, 2015) 

•  Update attack: after an apparently innocuous application is installed on 
the victim’s device, the user is asked to update the application, and a 
malicious behavior is added to the application. 

Proposed Solution: We investigate about the effectiveness of model 
checking to discriminate update attacks in Android malware.  

Assumption: malware writers usually exploit certain code patterns to 
realize the update attack.  
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Motivation 

}  A previous work of ours demonstrated that the current 
mechanism of signature based detection is usually ineffective in 
detecting malware *  
}  trivial code transformations alter the signature of malware, 

preventing antimalware to detect transformed malware 

RQ: is it possible to identify the update attack by using formal methods ?  
 

Research Question 

*Gerardo Canfora, Andrea Di Sorbo, Francesco Mercaldo, Corrado Aaron Visaggio, 
Obfuscation techniques against signature-based detection: a case study , in 
Proceedings of Workshop on Mobile System Technologies, IEEE  (2015) 
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The metodology 



The method 

ICISSP 2016 @ Roma, Italy 

}  We use the mu-calculus logic as a branching temporal logic to 
express the behavioural properties 

}  We use the Milner’s Calculus of Communicating System (CCS) 
as process algebra 

1.  We describe apk through CCS (java bytecode->CCS) 
2.  The transform operator is defined for each instruction of 

the java bytecode 
3.  Every instruction that is not a jump is represented by a 

process including the next instruction 
4.  Conditional jump are specified as non-deterministic choice 
5.  Unconditional jumps are CCS processes that invoke the 

corresponding target of the jump 



The analyzed behaviour 
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Update Attack families Malicious behaviour 

Plankton ü  Plankton payload is able to silently forward information about the device to a remote 
location.  

ü  Once installed on a device, Plankton will send details like IMEI, browser history, 
permissions granted.  

ü  The downloaded Dex code launches a connection to the Command server and listens 
for commands to execute. 

AnserverBot ü  AnserverBot malicious behavior is embedded into the host app at installation time, i.e., 
the malicious payload is not downloaded from a remote location but it is stored in an 
external folder at installation time. Indeed under the raw and the assets directory there 
are two hidden apps with names anservera.db and anserverb.db. 

ü  It can make phone calls and download and upgrade the anserverb.db, while anserverb.db 
is able to update itself and it can independently talk to Command & Control (C&C) 
servers to fetch and execute subsequent commands. 

BaseBridge ü  BaseBridge family presents anserverb.db as payload embedded in an external folder like 
AnserverBot family.  

ü  The BaseBridge payload is able to receive premium numbers from remote C&C servers 
and dial calls or send out SMS messages to them, incurring  fees for users. 

DroidKungFuUpdate ü  DroidKungFuUpdate uses the update attack to download the actual payload. But instead 
of carrying or enclosing the “updated” version inside the original app, it chooses to 
remotely download a new version from the Web. 



From Family Behaviour to Logic Rules 
(Plankton) 
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From Family Behaviour to Logic Rules 
(AnserverBot) 
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The malware dataset 

}  Malware + Trusted 
}  Compare our method with the top 10 antimalware (according to AV.Test) 
}  We verified our method and the 10 antimalware on obfuscated code 
}  We developed a framework able to inject several obfuscation levels: 

}  (i) changing package name; 
}  (ii) identifier renaming; 
}  (iii) data encoding; 
}  (iv) call indirections; 
}  (v) core reordering; 
}  (vi) junk code insertion. 

Full 
dataset: 
#2,581 
samples 
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Real-world malware 
belonging to Drebin 

and Genome 
Project 



Antimalware against Our Method 
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Performance Evaluation 

#samples TP FP FN TN PR RC Fm Acc 

Plankton 1,168 1,168 0 0 1,413 1 1 1 1 

BaseBridge 637 629 0 8 1,944 1 0.98 0.98 0.99 

AnserverBot 374 374 0 0 2,207 1 1 1 1 

DroidKungFu 
Update 

2 2 0 0 2,579 1 1 1 1 
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Rq Response 

}  RQ: our method is promising to identify update attack 
malware payload. 
}  the gap between our approach and the signature-based 

detection is broader in the morphed sample evaluation 
}  we outperform the top 10 current signature-based approaches 

in detecting morphed samples 
}  our method is transparent with respect to obfuscation 
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Remarks and future works 

}  We use model checking in order to test our model against 
one of most diffused attack in Android environment: the 
update attack 

}  We obtain: 
}  100% accuracy in Plankton family identification; 
}  99% accuracy in BaseBridge family identification; 
}  100% Accuracy in AnserverBot family identification; 
}  100% Accuracy in DroidKungFuUpdate family identification. 
 

}  As future work we are going to extend our preliminary 
evaluation to other widespread families. 

}  In addiction we plan to track the phylogenesis of malware to 
characterize the payload family tree 
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Thanks for your attention  

}  We are grateful for receiving comments,  observations, suggestions, and 
collaborations with other research groups which could improve our 
research.  
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